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?????????????? (Privacy-Preserving Data Mining: PPDM)????
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? Software Guard Extensions(Intel SGX)[5] ?????????????????

































































































???????SGX ????????????? Enclave ???????????




















?????????????????????????? [26, 27, 28] ??????
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2.5 Oblivious RAM
[19, 20, 21] ????????? Enclave ??????????????????















??????????????Intel SGX ?????? Enclave Page Cache(EPC)
???????? DRAM ??????Enclave ???????????????














?????????????????????Intel ?????????? [29] ??
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? [22, 24, 25]???????????????????????
3.1.2 ????????????










2. ????? ECDSA ???? QA ???? dA ?????QA ??CPU ??
???????????????????????? (EPID) ???????
(msg1)???????????
3. ????????????? EPID? IAS????????????????
????????????????????IAS ?????? (SigRL) ??
??????ECDSA???? QB ???? dB ?????QB ? SigRL??
????? (msg2)?????????
4. ????? SigRL??????ECDSA?? QA · dB = QB · dA ?????
??????????????????????????Enclave ?????
? (quote)?????? (msg3)???????????
















Sealing Identity ??Enclave ???????????????????????











??????????????ORAM ????????? ORAM[32] ?????
??????????????????????????????????????
?????????????? ORAM ???????????????????
??????????????? ORAM ???????? ORAM Tree, Position
Map, Stash?????????????????
ORAM Tree
ORAM Tree????? L?????????? Z ??????????????
Leaf ID ??????????????????????????????????
?????????????ORAM Tree???? (2L − 1)×Z ?????????
?????? N ???????????????????
Position Map
Position Map???????????? (File ID)? Leaf ID????????File









??? ORAM ????????????????? (? 3.3)??????N =
8, L = 3, Z = 2???????????? ‘C’?????????????????
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? 3.3 ??? ORAM?????????
????????????
1. Position Map????
????????????? File ID? Position Map????????? Leaf





???? ‘A’?‘B’?‘C’? Leaf ID = 0????????????? Stash??
???????
3. Position Map????
0?2L − 1???????????????Position Map???File ID???
?? Leaf ID????????????? 3.3???????? ‘C’? Leaf ID
? 0→ 2????????
4. Stash??????














3.2.3 Position Map? ORAM Tree???
??? ORAM ?????????????????????? Position Map ?
ORAM Tree?????????????Position Map? ORAM Tree?????
????????????????????????????????????
1. ORAM Tree?????
????? ORAM Tree ???????????????????????












0?2L − 1???????????????Position Map???File ID???
?? Leaf ID????????????
5. Stash??????
???? Position Map ??????????? ORAM ?????????
































?? A a b v
?? B c d w
total x y N
? 3.1 ????? *2
??????????????????????????????????????
??? pos??????????????? A, B????????????????
???? A?B? pos?????????????????????????? 3.1






?????? p???????????????????? (? 3.2)????????
????? ????? total
?? A ai bi v
?? B ci di w
total x y N
? 3.2 ????? (2)





*2 ????????????????????????????v = a + b, w = c + d, x = a + c,













x : vcf??????????????d?? ×N ??????????
y : ??? x??????? (1)/??? (0)?????? (??????: N)?
θ : ???? (??????: d)?




1− P = θ
T · x
⇐⇒ P = 1
1 + exp (−θT · x) (3.4)




P (y = y(i)|x(i),θ) (3.5)






P (y(i) = 1|x(i),θ)yi × P (y(i) = 0|x(i),θ)(1−yi)
}
(3.6)




















{yi logP + (1− yi) log(1− P )} (3.8)
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? 3.8????????? θ ?????????????????????????
?????????????? θ ???????????????????????
?????? (? 3.9)?????
θ(i+1) = θ(i) − η · ∂J(θ
(i))
∂θ(i)
= θ(i) − η ·
N∑
i=1








x : vcf??????????????d?? ×N ??????????
zm : ?m????
ωm : ?m?????????
????????d???? xi(i= 1, 2, · · · , d)????????????????
???????xi ??????????????????? M(M≤ d) ?????




















t1 = xω1 (3.12)
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N − 1 (xω1)
T
(xω1)
= ωT1 V ω1
≥ 0 (3.14)












1 V ω1 − λ
(
ωT1 ω1 − 1
)
(3.16)
????????????? ω1 ????????J1 ? ω1 ?????? 0?????
∂J1
∂ω1




(V − λI)ω1 = 0 (3.18)
???????????????????????? 3.18????????????
???????????? ω1 ????????????????????ω1 ???
???? 3.12??????? t1 ???????
?m??????
???????????? ωm ???????????????????????
????? m??? zm ????? zm′ (m
′
= 1, 2, · · · ,m − 1)?????????
???????? ωm ???????????
?????? m − 1????????????????????????????
? m ???????? ωm ????????????????????????
ωi(i = 1, 2, · · · ,m− 1)???????????????
(V − λiI)ωi = 0
ωTi ωj =
{
1 (i = j)
















= 1, 2, · · · ,m − 1)?????
??????????????Jm ? ωm ?????? 0?????
∂Jm
∂ωm





??????? ωTj (j = 1, 2, · · · ,m− 1)??????? 3.19???
ωTj V ωm − µj = 0 (j = 1, 2, · · · ,m− 1) (3.22)
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????V = V T?? 3.19???




= 0 (j = 1, 2, · · · ,m− 1)
??????? 3.22?????
µj = 0 (j = 1, 2, · · · ,m− 1) (3.24)
?????????? 3.22??
(V − λmI)ωm = 0 (3.25)










??????? u???? c1, c2, · · · , cn ??????? ω1,ω2, · · · ,ωn ????
? 3.26??????????????????
u = c1ω1 + c2ω2 + · · ·+ cnωn (3.26)
????? V ???????????????V ? u??????
V u = V (c1ω1 + c2ω2 + · · ·+ cnωn)
= c1(V ω1) + c2(V ω2) + · · ·+ cn(V ωn) (3.27)
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????????? 3.18, 3.25???V ωm = λmωm ??????? 3.27??



























??????? λ1, · · · , λn ??λ1 ≥ λ2 ≥ · · · ≥ λn ??????ω1 ???????
???? 0????????????? 3.29??




???? V ????????? ω1 ???????



















































Data Owner??SGX Server????????? Position Map???? ORAM
Tree??????Data Owner? ORAM Tree????? JavaScript??????
?????????????? AES ????????????????????
? SGX Server? Enclave??????Enclave????????????????
?????ORAM Tree??????ORAM Tree?????3.2 ????????
ORAM ??????????????????????? ORAM ???????
*2 ?? VCF?????????????????????????????
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? 4.3 Data Owner?????????????
Enclave ????????? AES ????????????????Data Owner
????? AES ?????Enclave ?????????????Enclave ????
? AES????????????? Enclave??????????????Position































?? CPU? Enclave???????????????OS? VMM???????
???????????????????????????????? SGX Server
??????????????? (Client, Data Owner)?????????????
4.3.1 ???? SGX Server?????????
























????????????? CPU ??????????? SGX Server ????
??????????????????????????????? [22] ????
???????? [24, 25] ??????????????????????????
??????????????????????????????????????
??????????????????????????????????????







Core i7-7700K CPU @ 4.20GHz????? 16GB? OS? Ubuntu 18.04.3 LTS?
???????Intel SGX for Linux* 2.5[35]?Intel SGX Linux* Driver 2.5[36]??
??????????????????? [37] ?????????????????
????? 1000?????????? [38]???????????????? VCF
?????????????26 ???????????????????????
??????????????????????????????? GB?????














(a) ORAM Tree??????? (b) ??? ORAM???????????????























?????OS? Ubuntu 18.04.3 LTS? CPU? Intel(R) Xeon(R) CPU E5-2643
v3 @ 3.40GHz? 2????? 128GB??????????????? 5.2(b)????
???5.2.1?5.2.2 ?????????????? 5.1????
Fisher LR PCA
SGX C++ python SGX C++ python SGX C++ python
?????? 0.613 1.64 3.78× 10−4 65.1 178 37.5 30.1 82.9 23.0
????? 7.1× 10−5 0.0016 0.0042 0.039 0.034 0.0043 0.013 0.0087 0.0074
Total 0.614 1.64 0.799 65.1 178 37.5 30.1 82.9 23.0
? 5.1 ???????????????? [sec]






ORAM Tree ???????? ORAM ??????????????????
?????????????????????????????????????
??????????????????????????????????????








5.2.1 ???????????????? 100???????????? 5.2(a)?
??grep ???????? 100 ??????????? 82.9 ?????????
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????? (SIGBIO)????????????? “???????? Intel SGX?
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